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MULTI FACTOR AUTHENTICATION (MFA), SECURITY AND

LOGIN MANUAL
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SETUP
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Device Binding and MFA Setup

To use the new security features, you must bind your mobile device to your UTRADE 3 
account.

Action: Please obtain the latest version of the UTRADE 3 mobile application by updating or 
downloading the app from your device's official app store: App Store (iOS), Google Play 
(Android), or HUAWEI AppGallery.
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Device Binding and MFA Setup

1. Log In: Login in using your User ID and 
password on UTRADE MY 3 mobile app..

2. Start Biding: After successful 
authentication, tap “Continue” to 
proceed with the one-time device 
binding process.
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Device Binding and MFA Setup

3. Check Email for authorization Code: an 
email to your registered address 
containing a One-Time Transaction 
Authorization (OTP) Code saved within 
a password-protected PDF.

4. Enter SMS PIN: OTP will be sent to your 
registered mobile number via SMS. 
Enter this PIN into the app.
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Device Binding and MFA Setup

5. Create Security:  System will prompt you 
to create a new 6-digit PIN. This PIN will 
be used in the future to generate your 
Security Code (soft token) for web login.
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HOW TO GENERATE THE 
SECURITY CODE 
(SOFT TOKEN)
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How to Generate the Security Code (Soft Token)
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1. Launch Mobile App: Open the UTRADE 
3 mobile app on your registered phone.

2. Generate Code: Tap "Generate Security 
Code," 

3. Verify Identity: Verify your biometric
verification or enter the 6-digit PIN 
(created during the device binding 
process).
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How to Generate the Security Code (Soft Token)

4. Retrieve Security Code will be provided 
for Web Login with expiration 30 
seconds
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How to Generate the Security Code (Soft Token)

5. Immediately enter the displayed 
Security Code (with correct UserID and 
Password) into the UTRADE 3 Web login
Security Code field on top of your 
UserID and Password.

6. Proceed Login Button.
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Thank You

Follow us on our official social channels 

UOBKayHianMalaysia


