MULTI FACTOR AUTHENTICATION (MFA), SECURITY AND
LOGIN MANUAL

UTRADE 3
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Device Binding and MFA Setup

To use the new security features, you must bind your mobile device to your UTRADE 3
account.

Action: Please obtain the latest version of the UTRADE 3 mobile application by updating or
downloading the app from your device's official app store: App Store (i0S), Google Play
(Android), or HUAWEI AppGallery.
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Device Binding and MFA Setup
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Log In: Login in using your User ID and
password on UTRADE MY 3 mobile app..
Device Binding Required on First Login z- Sta rt Biding: After SucceSSfUI

< Secure Your Account

H H " : »
To enhance the security of your account, aUthentlcatlonl tap Contlnue to
Trade Global with UTRADE MY we require a one-time device binding . . .
1 process during your first ogin. proceed with the one-time device
A This helps protect your information and bl n d | ng p rocess.
ensures that only your registered device
can access your account.
& _
Forgot Password / Unblock Account?
(7 )
Ij .
E=)
[ Generate Security Code ]

By signing in, you confirm that you have
accepted the Terms & Conditions.

Important Notices & Announcements

Don't have an account? Click here to open.

Ver21.0 @ ¢
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Device Binding and MFA Setup

o8 e e o8 ©<® 3, Check Email for authorization Code: an
. Vertty Emal & Verlty SMS email to your registered address
An One Time Transaction Authorization A One Time Pin has been sent to your CO nta i n i ng a One'Ti me Tra nsa Ction
Coqle (TAC) ha§ been emailgd to your regiAst‘ered phpne n}meer. Kindly epter the . . . .
e e o wne () Sty O Procesd i e Authorization (OTP) Code saved within
verification.
. | a password-protected PDF.
4. Enter SMS PIN: OTP will be sent to your

Gf — |
registered mobile number via SMS.
resendcodein =4 Enter this PIN into the app.

Resend Resend code in 29
Done
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Device Binding and MFA Setup
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4 Set New Pin < Verify New Pin

Please create a 6-digit PIN to be used for Re-enter your PIN to confirm

secure account access.

1 | 1 |

Done Done

5. Create Security: System will prompt you
to create a new 6-digit PIN. This PIN will
be used in the future to generate your
Security Code (soft token) for web login.
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HOW TO GENERATE THE
SECURITY CODE
(SOFT TOKEN)
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How to Generate the Security Code (Soft Token)
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£ Create Security Code

2.
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Enter your 6-digit Pin.

Trade Global with UTRADE MY ? | 3.

A

@ An incorrect PIN will generate an invalid
security code
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. Remember User ID

Forgot Password / Unblock Account?

Forgot UserID?
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| Generate Security Code ]

By signing in, you confirm that you have
accepted the Terms & Conditions.

Important Notices & Announcements

Don't have an account? Click here to open.

Ver 2.1.0

®0Q ¢ <

Launch Mobile App: Open the UTRADE
3 mobile app on your registered phone.
Generate Code: Tap "Generate Security
Code,"

Verify Identity: Verify your biometric
verification or enter the 6-digit PIN
(created during the device binding
process).
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How to Generate the Security Code (Soft Token)
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4. Retrieve Security Code will be provided

for Web Login with expiration 30
seconds

14 Security Code

Note: Please ensure your date and time is
set automatically.

Your security code

4793982

@ Security code expired in 28 seconds

Once the code expires, you will need to
generate a new securirty code by clicking the
red button below.
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How to Generate the Security Code (Soft Token)

You are in UTRADE MALAYSIA = Login Open An Account

Login

How to generate a security code >

By logging in. you accept the Terms of use and agree to be bound by them.
FEorgot Password / Unblock Account
Forgot User 10?7

i

= First Time Login

Contact Us | AboutUs | Cared

® Ground & 19th Floor Menara Keck S

Bintang, 55100, Kuala Lumpur

Immediately enter the displayed
Security Code (with correct UserID and
Password) into the UTRADE 3 Web login
Security Code field on top of your
UserID and Password.

Proceed Login Button.
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Thank You
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Follow us on our official social channels

UOBKayHianMalaysia
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